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Enroll in Duo Security: Adding a Mobile Device
to Your Duo Account

This article covers what faculty, staff, and emeriti need to do in order to add a
mobile device to their Duo two-factor authentication (2FA) account. This will
allow you to use the mobile device to authenticate with Duo rather than having
to use your campus office number.

@ To learn more about Duo, visit the Faculty, Staff, Emeriti, & Administrative
Account Two-Factor Authentication website.

Note that faculty and staff are eligible for a maximum of five (5) devices
connected to their Duo account: their office/campus phone extension plus
four additional devices.
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1. Install the Duo Mobile app on your mobile phone from
either the Apple Store or Google Play Store.

Duo Mobile
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What's New Version History
We're always working to improve user experience
in Duo Mobile. This update introduces various
behind-the-scenes improvements and mino:  more

2. Open your web browser to the CSUF Duo Devices
Management website.

You will need to take a picture of a QR code with your mobile device as part
of this process, so you can't use your mobile device to access the CSUF Duo
Setup app.

Go to the CSUF Duo Devices Management website.
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3. Enter your campus username and password. Place a
checkmark next to I'm not a robot. Then click Login.

@ You may also be prompted to complete a captcha verification after clicking

on I'm not a robot.

Duo Devices Management
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For security purposes, check the box below.

I'm not a robot
reCAPTCHA

A. Enter your campus username and password. This is the same login/password
that you use for the campus portal.

B. Place a checkmark next to I'm not a robot.

C. Then click Login.
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4. Click Modify Duo Devices.

5. Click Need help? at the bottom of the authentication

notification.

Duo Devices Management

Use this page to change your settings In Duo Including adding or removing phone
numbers/devices. Additionally, If you don't have access to your device you can request a Duo
authentication code.

Modify Duo Devices

1. Click "Modify Duo Devices" button above

2. Then click "Need Help?"

Need help?

3. Choose "Manage devices"”

| need to manage devices

Add or delete phones, Touch ID, and
other ways of logging in to Duo
Manage devices

4. Choose how you want to authenticate with Duo and then you will be able to
add/remove/modify your Duo devices

View step-by-step instructions on modifying Duo devices.

@ Do NOT approve the push notification or authenticate with Duo in another
way at this time.
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6. Click Manage devices in the | need to manage devices

section.

@ Both Manage devices links will take you to the same device management

page.
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Check for a Duo Push

Verify it's you by approving the
notification...

Other options

Need help? —
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{ Back

How can we help?

1 got a new phone

= Verify your identity, then link your
new phone to Duo on the devices
page
Manage devices

| need to manage devices

Add or delete phones, Touch ID,

and other ways of logging in to
Uuo

Contact for help

Faculty/staff, please contact IT helpdesk.
Email: helpdesk@fullerton.edu Call: 657-
278-7777, Students, please contact
Student IT helpdesk. Email:
studentithelpdesk@fullerton.edu, Call:
657-278-8888

7. Choose how you want to authenticate with Duo and
complete the authentication. Be sure you have the device
available!

@ Most users will need to choose Phone call. You will receive a phone call from
Duo with instructions on how to authenticate (normally just press a number
on your phone's dial pad).

For many users, the only authentication device is your office desk phone or
Zoom Phone. For other users, you may see a mobile phone number that
you provided to your Department IT Coordinator (DITC).

Enroll in Duo Security: Adding a Mobile Device to Your Duo Account // Downloaded: 03-10-2024 // Page 6
Disclaimer: This document is only valid as of the day/time when it is downloaded. Please view the original web document for the
current version.



EIFGTLERTON

INFORMATION TECHNOLOGY

< Back

.e

Verify your identity before
managing devices

Duo Push
. )
O Send to "iQ§" (***-***-1212)

Duo Mobile passcode
- Enter a code from the Duo Mobile
app

Hardware token 3
D Enter a code from your hardware
token

Text message passcode 3
@ Send to"iQ§" (***-***.1212)

D Phone call >
0 cantios (==-=1212)

125 Bypass code
=== Enter a code from your IT help desk

8. Click Add a device.

ﬂ Back to login =

Generic Smartphone ¢ Edit Add a device

Log in faster with Touch ID, Duo
Push, and more

N

657-278-5792
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9. Choose Duo Mobile.

It's highly recommended to use the Duo Mobile app on a smartphone or
tablet for the most secure authentication. However, you can add a landline

or non-smartphone mobile phone by selecting Phone number and then
following the prompts.

Close X

Select an option

You'll use this to log in with Duo. You can
add another option later.

Get a notification or code on your >

= Duo Mobile Recommended
device

@ Security key y

Use a security key

5 Phone number
Get a text message or phone call

10. Enter your mobile phone number. Then click Add phone
number.

@ Click I have a tablet if you are adding a tablet. The steps will be similar to
the ones for adding a mobile phone.
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{ Back Close X

Enter your phone number

You'll have the option to log In with Duo
Mobille.

Country code Phone number

| E= 4 - ‘ ‘ 7145551212 0 ‘

Example: "201-555-5555"

o.ﬁdd phone number ‘

| have a tablet

A. Enter your mobile phone number.
B. Then click Add phone number.

11. Verify that the phone number is correct and then click
Yes, it's correct.

< Back Close X

Is this correct?

(714) 555-1212

Yes, it's correct

No, | need to change it
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12. If you haven't already downloaded the Duo mobile app,

you can use the links on this screen. Then click Next.
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Download Duo Mobile

On your mobile device, download the app
from the App Store or Google Play.

Next
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13. You will see a QR code that you will scan with your mobile

phone in a moment.

{ Back Close X

Scan this code in Duo Mobile

In the app, select Use QR code to scan.

Get an activation link instead

14. Open the Duo mobile app on your mobile phone. Tap Add.

@ You may see a setup wizard when you open the Duo app; if so, just follow the

prompts!
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15. Tap Use QR code.

Cancel

Add account

Q Search
@ 1Password

a Amazon

aws  amazon Web Services

Enroll in Duo Security: Adding a Mobile Device to Your Duo Account // Downloaded: 03-10-2024 // Page 12
Disclaimer: This document is only valid as of the day/time when it is downloaded. Please view the original web document for the

current version.



EIFUTLERTON

16. Use your phone's camera to scan the QR code in your web
browser.

£ Add account

Add Account

Scan the QR code from your computer

< Back Ciose X

Scan this code in Duo Mobile

I thi and. Select Use OR code 1o scan.
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17. Tap Next.

Name your account
to continue
™, — e
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18. Modify the Account name if you wish. Then tap Save or
Done.

Organization
CSU Fullerton

Account name

‘ CSU Fullerton Q ‘

Username or email to be displayed for

this account.
Save o

“Fullerton”
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A. You can modify the Account name if you wish or leave it as is.
B. Then tap Save.
C. Or tap Done.
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19. Tap OK.

< Back

Almost there

Go back to where you started to log in and
log in again.
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20. Go back to the Duo Devices Management page. You
should see a confirmation that your mobile phone was
added. Click Continue.

Added Duo Mobile

You can now use Duo Mobile to log In
using a push notification sent to your
maobile device.

Since you added a phone number, you
can also use text messages and phone
calls.

‘ Continue \
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21. You're done! You'll see the mobile phone you added in

your device list.

Generic Smartphone ¢ Edit

':\ﬁ

657-278-5792

ios ¢ Edit

714-555-1212
Apple IPhone 13

I have a new phone

Back to login =

Add a device
Log in faster with Touch ID, Duo
Push, and more

Need More Help?

Contact the IT Help Desk at helpdesk@fullerton.edu or 657-278-7777
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